HNudopmannonnas naMsaTKa Jjs 00ydal0mmxcs

C KaXIIBIM TOZIOM MOJIOJICKH B HHTEPHETE CTAHOBHUTCS OOJIBIIE, a IMKOJLHUKH OJHH U3 CAMBIX aKTUBHBIX
nosb3oBatenei Pynera. Mexay TeM, HOMUMO OIPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U
mpo0JieMbl. JTa MaMATKa JOHKHA TIOMOYb TeOe O€30MaCHO HAXOJAUTHCS B CETH.

Komnbrorepusie BHPYyChI

KommbroTepHBIl BUPYC - 3TO pa3HOBUAHOCTD KOMITBIOTEPHBIX MPOTrPaMM, OTIMYUTEIHHON 0COOCHHOCTHIO
KOTOPOI1 sIBJIsIETCS CTOCOOHOCTH K pa3MHOXKEHHIO. B momonHeHne K 3ToMy, BUPYCHl MOTYT HOBPEIUTD
WIN TIOJIHOCTBIO YHUUYTOXUTE BCe (ailyibl M JaHHBIE, IOJIKOHTPOIbHBIE TI0Ib30BATENI0, OT UMEHU
KOTOPOTO ObLIa 3ammylieHa 3apakeHHasl IPOorpaMmMa, a TaKkkKe OBPEIUTh WK JIaKe YHUUTOXKHUTh
OIEPAIIMOHHYIO CUCTeMY cO BceMu (hailmamu B 1iesioM. B O0nbIIMHCTBE CIydaeB pacIpOCTPAHAIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTOIH)I 3alllUTBI OT BPEAOHOCHBIX IIPOTrpaMm:

1. Ucnonp3yit coBpeMeHHBIE ONepaIiiOHHbIE CUCTEMBI, UMEIOIINE CEPbE3HbII YPOBEHB 3aIIUTHI OT
BpPEIOHOCHBIX IIPOrPAMM;

2. [locTrostHHO ycTaHaBNMMBal MadTH (MU(POBHIE 3aIIATKH, KOTOPhIEe aBTOMATUYECKH YCTaHABIUBAIOTCS C
LENBI0 TOPaOOTKU IPOrpaMMBbl) U APyryue OOHOBJICHHMSI CBOCH ONEPaIMOHHON cucTeMbl. CKkauuBai nux
TOJIBKO C o(UIMaILHOTO caiiTa pazpadorunka OC. Eciu cyliecTByeT pexKuM aBTOMaTHYECKOTO
OOHOBIJIEHHS, BKJIIOYH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPEC MO IMPpaBaMU IIOJIB30BATCIIsA, 4 HC aAMUHUCTPATOPA. ITO HE IMO3BOJIUT
60J'II>H_II/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCA HAa TBOEM IEPCOHAJIBHOM KOMIIBKOTEPE,

4. Vicriosib3y#t aHTUBMPYCHBIE TIPOrPAMMHBIE TIPOAYKThI H3BECTHBIX MPOU3BOIMUTENCH, C aBTOMATHIECKUM
obHoBIeHneM 0as;

5. Orpanuub QU3MYECKHIA JOCTYI K KOMITBIOTEPY JUIsI TOCTOPOHHUX JIHII;

6. Vcrionp3yii BHEITHHE HOCUTENH UH(OpMAIIHHK, Takue Kak (remka, JUcK Win Gaiiin u3 HHTepHeTa,
TOJILKO W3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (ailiibl, MONyYSHHbIC N3 HEHA/IC)KHBIX HCTOYHHUKOB. Jlaxke Te (aiiibl,
KOTOpbIE IPUCIIAN TBOH 3HAKOMBIH. Jlydllle yTOuHH y HEro, OTIIPaBIIsUl JIM OH TeOe HX.

Ceru WI-FI

Wi-Fi - 510 He BUI Tiepeiaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JIUIIb OpeH, Mapka. Emie B 1991 roay
HUJIepiaHcKast KoMmnanus 3apeructpuposaia openn "WECA", uto 0603Ha4aio cioBocodeTaHnne
"Wireless Fidelity", koTopslii mepeBoauTCs KaK "OecrpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH Jonia Apyras abOpeBuaTypa, KoTopas sSBJISIETCS TAKOH e TeXHOJIoruei. to
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHJIAPT BhICIICH 3BYKOBON TEXHUKHU
Hi-Fi, uTo B nepeBosie 03HayaeT "BHICOKAs TOYHOCTH'.

[a, OecraTHBIN HHTEPHET-IOCTYI B Kad)e, OTEIISAX U adpOIOPTax SIBISCTCS OTIIMYHONW BO3MOXKHOCTBIO
BbIX0/1a B HHTepHET. HO MHOTHE 9KCIEPTHI CUMTAIOT, YTO oOIIenocTynHubie Wi-Fi ceTu He sBistoTCs
0€e30IMacHBIMH.



CoBeTblI 110 6€30mMacHOCTH paboTHI B 00IIe0CTYTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBOO JINYHYIO HHPOpMaIHIO yepe3 odmenoctynubie Wi-Fi cern. PaboTas B HUX,
JKelaTeTbHO He BBOJUTH NAPOJIH JOCTYIA, JIOTUHBI M KAKHE-TO HOMEPa;

2. Ucnionp3yit 1 0OHOBIISI aHTHBUPYCHBIE MTPOTPaMMBI U OpaHaMayep. TeM caMbIM Thl 00e30TIacHIIIb
ce0s OT 3aKauKy BUpPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmroun ¢ysakmmro "O6muit moctym k Qaitnam u npuatepam”. [lannas
(GYHKLUS 3aKphITa 10 YMOTYaHUIO, OJJHAKO HEKOTOPHIC TI0JIb30BaTeN aKTUBUPYIOT €€ AJisl yIo0cTBa
WCTIONIB30BaHMs B paboTe nim y4aebe;

4. He ucnons3yit myOnmunbsiit WI-FI ns mepenaun auuHbIX JaHHBIX, HAPAMED AJIS1 BBIXOJA B
COLIMAJIbHBIE CETH WX B DIIEKTPOHHYIO 11OUTY;

5. Ucnons3yii Tompko 3amumiennoe coennaenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Beb-anpeca
BBOAM nMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun pynkiuio "[loakmouenne k Wi-Fi aBromarnuecku”. He momyckait
aBTOMATHYECKOTO MOJIKIIIOUEHHs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConuajabHblIe CeTH

COHI/IaJIBHI)Ie CCTHU AaKTUBHO BXOJAT B HAlly XU3Hb, MHOTHE JIFIO AU paGOTaIOT " )XUBYT TaM IIOCTOAHHO, a B
Facebook yxe 3apeructpupoBad MHJUTHAP]T YETIOBEK, YTO SBISIETCS OJTHOW CEABMON BCEX KHUTEIEH
u1aHeThl. MHOTHE M0JIb30BaTeNN HE OHUMAIOT, YTO HH(OpMAaNKs, pa3MELCHHAs! UIMU B COLIUAIBHBIX
CETSX, MOXKET OBITh Hal{JIeHa ¥ HCIOJIh30BaHa KEM YTOIHO, B TOM YHCIie He 00sI3aTeNbHO ¢ OJarumMu
HaMCpCHHUAMMU.

OCHOBHBIE COBETHI 110 OE30IACHOCTH B COLIMATLHBIX CETAX:

1. Orpanuyb ciucok Apy3ei. Y TeOs B Ipy3bsiX HE JODKHO OBITh CITyYaiHbIX M HE3HAKOMBIX JIFOJIEH;

2. 3amuiai CBOIO YacTHYIO KU3Hb. He yka3piBail mapouu, TesnedoHsl, ajgpeca, 1aTy TBOETO POKACHUS U
JIPYTYIo JHYHYI0 HH)OpMaLKIO. 3110yMBIIUICHHUKHA MOTYT UCIIOJIb30BaTh Jayke HH(POPMALIUIO O TOM, KaK
TBI ¥ TBOH POAMTEIIN IJIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumai cBOIO pemyTaLuIo - AEPKU €€ B UUCTOTE U 3a1aBail ceOe BOIpoc: X0Ted ObI ThI, YTOOBI
JIpyTHe ToJB30BaTeN BUACIH, YTO THI 3arpy»kaemb? [logymaii, mpex/e 4yeM 4To-To OnmyOInKOoBaTh,

HaIlUCaTh U 3arPy3UTh;

4. Ecnu THI TOBOPHIIH C JTFOJBMH, KOTOPBIX HE 3HACIIIh, HE UCTIOIB3YH CBOE peaslbHOE UMS U JIPYTYIO
JMYHYIO HH(OpMaMK: UM, MECTO )KUTEJILCTBA, MECTO Y4eOBI U MPOYEE;

5. U36eraii pasmemenus ¢pororpaduii B UaTepHeTe, rae Tol H300pakeH Ha MECTHOCTH, TI0 KOTOPOH
MOJKHO OIIPEAEIUTh TBOE MECTOIOJI0KEHUE;

6. IIpu peructpauuu B COIMAIBLHON CETH HEOOXOINMO HCIIONB30BATh CJIOXKHBIE MTAPOJIH, COCTOALINE U3
OyKkB 1 1u(p 1 C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. JJ1st conuanbHOM CeTH, TIOYTHI U APYTHX CAaHTOB HEOOXOIMMO HCIIONIH30BaTh pa3HbIe mapoyu. Torma
eciu TeOs B3IIOMAOT, TO 3JI0YMBIIUICHHUKY TIOJTyYaT JOCTYII TOJIBKO K OJJHOMY MECTY, a He BO BCE Cpasy.

3.]]eKTp0HHI)Ie JACHbI'H



SJ'ICKTI)OHHI:IC JCHBI'H - 3TO OYCHDb YI[O6HBIﬁ croco0 HHaTGX(eﬁ, OAHAKO CYHICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MNOJYUYUThb 3TU ACHBI'U.

SHCKTpOHHLIC ACHBI'K TIOAABUIIUCH COBCEM HEAABHO M MMCHHO M3-3a 3TOI'0 BO MHOTUX IroCcyaapCTBax o0
CHUX IIOp HC MPOMXCAaHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM GYHKIIMOHHUPYIOT U O HUX YK€ IPONFCAHO B 3aKOHE, TJ€ UX Pa3IeNsIOT HA HECKOJIBKO
BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peliaeTcs
MIPOBOIUTE OTIEpaIliy 0€3 WACHTH(MUKAIINN MTOJIE30BATENs, a B HCAHOHMMHBIX HICHTH(DHKAITAS
[10JIb30BATENS SIBISETCS 00s3aTEIbHOIA.

Taxxe cnemyet pa3nuyaTh NEKTPOHHbBIE (pHAaTHBIE ACHBTH (PaBHBI TOCYIAPCTBEHHBIM BATIOTAM) H
3JICKTPOHHBIC He(pHaTHBIC ICHBIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM ).

OCHOBHBIE COBETHI 110 OE30MACHOM PadOTE € HNEKTPOHHBIMU JICHBAMH:
1. [IpuBsixu k c4eTy MOOMITBHBIN Tene(hOH. ITO caMblid yIOOHBIA U OBICTPHIN CITIOCOO BOCCTAHOBUTH
JIOCTyN K cuetry. [IpuBsizaHHbII TeneOH TOMOXKET, eCiH 3a0yAeIIb CBOU TIATEKHBIN MapoIb HIIH

3aiiielllb Ha CalT C HE3HAKOMOI'0 YCTPOUCTBA;

2. Ucnonw3yit ogHOpaszoBkie mapoiu. [locne mepexona Ha yCHIIEHHYIO aBTOpU3AIINIO Tebe yxke He OyIeT
YIpoKaTh ONACHOCTh KPaXKH WIIH MEepexXBaTa IIaTeXHOT0 MapoJis;

3. Beibepu cinoxHsIit mapois. [IpectynmHukam OyneT He MPOCTO yraaaTh CI0XKHBIN mapoib. HagexHbie
HapOoJIU - 3TO MapoJIU, KOTOPbIE COAEpKAT He MEHee 8 3HAKOB U BKIIIOYAIOT B C€0sl CTPOUHBIC U
NPONHCHBIE OYKBBI, HIU(PPHI 1 HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK JoiIiapa, (yHTa, BOCKIUIATEIbHBINA
3Hak u 1.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JTaHHbBIE HA CAWTaX, KOTOPHIM HE JOBEPSELIb.

DJIEKTPOHHAS M0YTA

OIEKTpOHHAs 10YTa - 3TO TEXHOJIOTUS U NMPENOCTABIISIEMBIE €0 YCIIYTH IO MIEPECHUIKE U MOIYUEHHIO
3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOH ceTH. OOBIYHO 3JIeKTPOHHBIN
MOYTOBBIH SIIUK BBITJISIUT CJICAYIONUM 00pa3oM: UMsI_IIOJIb30BaTeNA(@uMs_JioMeHa. Taxke Kpome
nepeaayy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTE IepeaBaTth (aiiibl.

OCHOBHBIE COBETHI 110 O€30IacHOM PaboTe ¢ 3JSKTPOHHON OYTOM:

1. Hano BEIOpaTh NMpaBUIIBHBIN TIOYTOBEIH cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP OECTIIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJJHAKO JyYILIE JOBEPSITh TEM, KOI'O 3HACIIb U KTO NEPBHIN B PEIUTHHTE;

2. He yka3biBaii B IMYHOM 1ouTe JM4UHYI0 nHGopManmio. Hampumep, mydine BeIOpaTh
"My3bIKaIbHBIA _(haHaT@" nim "pok2013" BmecTo "Temal3";

3. Mcnonb3yii ABYXATAITHYIO aBTOPHU3ALIMIO. DTO KOTJa MOMUMO HapoJisl Hy>KHO BBOJHUTD KO/,
npucbuTaeMbIid mo SMS;

4. BriOepu CIIOKHBIH Maposib. JlJis Kak10ro MoYTOBOIO SAIIMKA TOJHKEH ObITh CBOM HaJICKHBIH,
YCTOMYHMBBIH K B3JI0MY MapOJb;

5. Ecnu ecTh BO3MOXKHOCTb HanucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJB3YH 3TY BO3MOKHOCT;



6. Ucnonb3yil HECKOIBKO MOYTOBLIX SIIMKOB. [IepBbIil A1 YaCTHON MEPEnUCKHU ¢ apecaTaMu, KOTOPBIM
THI OBEPSIEIIb. JTO NMEKTPOHHBIN agpec He HaJ0 UCTION30BATh MIPH PETUCTPAITNH HA (OpyMax H
caiiTax;

7. He oTkpbIBaii (aiinibl v ApyTHE BIOKEHUS B MICHMaX, Jayke €CIIM OHU MPHUIILTH OT TBOUX JIpYy3eH.
Jlydiie yToUHU y HUX, OTIPABIISIIN JIU OHU TeOE 3TH (ailiibl;

8. [locne okoHYaHUs paOOTHI HA TIOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIJIAJIKU C CAUTOM HE 320y b
HaxaThb Ha "Beritn".

Ku0ep0OyajMHr njamu BUPTyajJbHOEe H31eBaTeJbCTBO

KI/I6ep6yJ'IJ'II/IHI‘ - [IpeCJICA0BAHUC COO6HI€HI/I}IMI/I, CoAcpiKalluMun OCKOp6J’IeHI/Iﬂ, arpeccuro, 3alryruBaHue,
XYJUTAaHCTBO, COTUAJIBHOC 60ﬁKOTHp0BaHHC C IIOMOIIBIO PA3JIMYHBIX HHTCPHET-CEPBUCOB.

OcHOBHEBIE COBETHI IO OOpHOE C KNOEPOYIITHHTOM:

1. He 6pocaiics B 60i1. JIlydqmmii ctoco0: TOCOBETOBAThCS Kak ce0st BECTH H, €CITH HET TOTO, K KOMY
MOKHO O6paTI/ITBCSI, TO BHa4YaJI€ YCIIOKOUTHLCA. Ecau ThI HauHEb OTBEYATh OCKOp6HeHI/I$1MI/I Ha
OCKOPOJICHUSI, TO TOJIBKO elle OOJbIIE Pa30XkKIKelb KOHPIIUKT;

2. Yrpasisiii cBoei KubepperyTamueii;

3. AHOHMMHOCTH B ceTi MHIMasi. CyIIECTBYIOT CITIOCOOBI BBISCHUTD, KTO CTOHUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMraHCKUK 00pa3 BUPTyalIbHOU KHU3HU. HTEpHET (GUKCHPYET BCE TBOM JEHCTBUS U
COXpaHseT uX. Y AanuTh ux OyJeT KpaiHe 3aTpyqHUTENBHO;

5. Cobuttoaii CBOIO BUPTYaIbHYIO YECTh CMOJIOLY;

6. UrHopupyii enuHnYHEI HeratuB. OTHOPa30BbIe OCKOPOUTEIbHBIE COOOIICHHUS JIyqIlle HTHOPUPOBATh.
OOGBIUHO arpeccust MPEeKPaIaeTcss Ha Ha9adbHOM CTaInu;

7. ban arpeccopa. B nmporpammax oOMeHa MIrHOBEHHBIMH COOOIIEHUSIMH, B COITUATBHBIX CETSIX €CTh
BO3MOXXHOCTH OJIOKUPOBKH OTIIPABKH COOOIIEHUH C OMPEICTICHHBIX aJpeCcOB;

8. Eciiu ThI cBUIeTENb KHOCPOY UTMHTA., TBOM ACUCTBHUSA: BHICTYIIMTD ITPOTHB MPECIICI0BATES, TOKa3aTh
€My, YTO €r0 IEUCTBUS OLICHUBAIOTCSI HETaTUBHO, MOICPKATh )KEPTBY, KOTOPOU HYKHA
TICUXOJIOTHYECKAs IIOMOIIb, COOOIIUTE B3POCIBIM O (DaKTE arpeCCHBHOTO TIOBEJICHUS B CETH.

MoOuabHbIi Tesedon

CoBpemeHHbIe cMapT(OHBI U IUIAHILIETHI COZlepXkKaT B ceOe BIIOJIHE B3pOCIblil (YyHKIHMOHAN, H TENeph OHU
MOTYT KOHKYPUPOBATh CO CTAIIHOHAPHBIMH KOMITbloTepamMu. OTHAKO, CPEJICTB 3aIUTHI JUIS TOJ00HBIX
YCTPOMCTB II0OKa O4Y€Hb Majio. TECTUPOBAHHE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOIUT HE TaK

HMHTCHCHUBHO, KaK JJIid HK, TO K€ CaMO€ KacaeTcss ¥ MOOMIBHBIX HpHHO)KCHI/Iﬁ.

COBpeMeHHBIe MOOUIBLHEIE 6pay3epLI YK€ MPAKTUICCKU JOTHAJIM HACTOJIbHBIC aHAJIOTH, OHAKO
pacuinpcHue (bYHKLII/IOHaJ'Ia BIIEUET 3a COOOM 6OJ'IBI_LIy}O CJIO)KHOCTb U MCHBIIYIO 3allIUIIICHHOCTb.

Jlayieko He Bce MPOU3BOAMUTENH BEITYCKAOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKHUEC YSI3BUMOCTH JIJIS
CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIsI 0€30TIaCHOCTH MOOHMIILHOTO TeltepoHa:



Huuero ue sBusercs MMO-HACTOAIIEMY OCCIIIATHEIM. BYJIB OCTOPOIKCH, BCIb KOT'1a Tebe npeajiararoT
OecCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITBI KAKUE-TO IJIaTHBIC YCIIYTH,

Hywmaii, mpexxe gem otmpaButb SMS, ¢oTo win Bueo. Trl TOYHO 3HACIIB, TJe OHU OyIyT B KOHEYHOM
urore?

Heob6xomumo 0OHOBIIATE OTIEPAIMOHHYIO CUCTEMY TBOETrO cMapT(hOHa;
Hcnonp3yit aHTUBHPYCHBIE TPOTPAMMBI JJIsi MOOHJIBHBIX TelIe()OHOB;

He 3arpy:aii mpritoskeHnst 0T HeN3BECTHOTO HCTOYHHKA, BEb OHU MOTYT COAEPKATh BPEIOHOCHOE
IPOrpaMMHOE 00eCIIeYeHHE;

Iocre TOro Kak ThI BBIMICIIB C CaiTa, II¢ BBOIWII JIMYHYIO HH(POPMAIIHIO, 3aiI1 B HACTPOHKHU Opay3epa
u yaanum cookies;

[Mepuoanuecky MpoBepsii, Kakue IIaTHBIC YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

[aBaii cBOif HOMEp MOOMIIBHOTO Tele(oHa TOIBKO JIIOSIM, KOTOPBIX ThI 3HACIb H KOMY JIOBEPSICIIb;
Bluetooth momkeH OBITH BEIKITIOUECH, KOT/Ia THI UM HE MOJIb3yelbesi. He 3a0biBail HHOTAA IPOBEPSITH 3TO.
Online urpst

CoBpeMeHHbIe OHIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHHsI, OO BEANHSIONINE COTHU
TBICSAY YEJIOBEK MO BceMy Mupy. VIrpoku UccienyroT JaHHbBIH UM MHp, OOIIAIOTCS APYT C APYTOM,

BBITIOJIHAROT 3alaHUs, CPAKAKOTCA C MOHCTPAMHU U IMOJTYYArOT OIIBIT. 3a YAOBOJIbCTBUC OHU ILJIATAT:
IMMOKYIAaroT JUCK, OILIaYUBAIOT a0OHEMEHT WIIH HpI/IO6peTaIOT KaKue-TO OIIIHH.

Bce aTH cpenctBa uayT Ha moJiep)kaHie U pa3BUTHE HIPHL, @ TAKXKe Ha caMy 0€301MacHOCTb:
COBEPIIEHCTBYIOTCSI CHCTEMBI aBTOPHU3AIINH, BBITYCKAIOTCS HOBBIE MAaT4X (IM(PPOBbBIE 3arIaTKy s
NPOrpaMM), 3aKPbIBAIOTCS YA3BHMOCTH CEPBEPOB.

B mogo6HBIX Urpax CTOUT OMacaThCs HE CTOIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXKH TBOETO Iapois, Ha
KOTOpPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBITHHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO HUI'POBOTO aKKAYyHTa:

1. Ecnin npyro#i Urpok BeneT ceds IIoxo Wik co3aaeT Tede HEMPUITHOCTH, 3a0JIOKHPYH €ro B CIIMCKE
UTPOKOB,

2. Toxany¥icss aIMUHUCTPATOPAM UTPHI Ha TUIOX0E TTOBEACHHE 3TOTO UTPOKA, JKEIATEIHHO MPIIOKHUTH
KaKHe-TO JJOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii THUHY0 HHPOPMAIUIO B IPOQaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnmmBaii Heo(pummansHbBIE TTATIH U MOJIEI;

6. Ucrionp3yii cIIO’KHBIE M pa3HBIE TTAPOJIH;

7. laxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI UTpaeliib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.



DOUIIHHT WA Kpaka JIHYHbIX JaAHHBIX

OOBIYHOM KpaXKel JIeHeT U TOKYMEHTOB CETOJIHS YKe HUKOTO HE YAUBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTHH 3JTOYMBIIUICHHUKHN TIEPEMECTUIINCH B HHTEPHET, X IPOJOIDKAIOT 3aHUMATHCA "' MIOOUMBIM"
JIETIOM.

Tak mosiBUIIach HOBasi Yrpo3a: HHTEPHET-MOIICHHNYECTBA WA (DUIIUHT, TJIABHAS [IEJIb KOTOPOTO COCTOUT
B MIOJTyYCHUH KOH(UICHIIMATBHBIX JAHHBIX MOJL30BATEIICH - JIOTHHOB U MapoJjieil. Ha aHrnickoM si3bIke
phishing unraercs xak ¢ummnr (ot fishing - peibHas 0By, password - mapos).

OCHOBHBIE COBETHI 110 OOPHOE C PUITHHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciiu ThI I0J103peBaeliib, 4TO TBOS aHKETa Oblla B3JIOMaHa, TO
HEOO0XOIMMO 3a0JIOKUPOBATh €€ U COOOIINTH aAMIHHHACTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonp3yit 6e3omacHbIe BeO-CalThI, B TOM YHCIIEe, HHTEPHET-Mara3uHOB U TIOMCKOBBIX CHCTEM;

3. Ucnons3yii cloKHBIE U pa3Hble Taponu. TakuM 00pa3oM, eciii Te0s B3JIOMAIOT, TO 37I0yMBIIIIICHHAKH
MOJY4aT TOCTYII TONBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM,;

4. Ecnu Tebs B3OMan, TO HEOOXOIUMO MPENyNPEeaUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00OaBICHBI y
TeOs B APY3bSX, O TOM, YTO T€OsI B3IOMAaIH U, BO3MOXKHO, OT TBOETO UMEHH OY/IET pacchlIaThCsl CliaM U
CCBUIKH Ha (DUILIMHTOBBIE CalTHI;

5. Ycranosu HagexHbli napoib (PIN) Ha MoOUIBHBIH TenedoH;
6. OTKIIIOUM COXpaHEHUE Maposi B Opaysepe;

7. He oTkpbIBail paidiibl v ApyTrHe BIOKEHHS B IUChMAaX, JIAKE €CIM OHU TPUIIUINA OT TBOMX JIpy3ei.
Jly4iie yTOUHHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl.

Hudposas penyrauus

Lndposas pemyranys - 3TO HEraTUBHAs WM NO3UTHUBHAA HHPOPMAIMS B CETH O Tede.
Kommnpomerupyromiast naopMalims, pazMelleHHas B HHTEPHETE, MOKET CEPbEe3HBIM 00pa30M OTPa3UThCS
Ha TBoel peanbHOM xu3HU. "Lndposas pemyranus" - 5To TBOH UMUK, KOTOPBIH GOpMHUpYETCS U3
nHpOopMaIK o Tede B HHTEPHETE.

TBOE MecTO JKUTENLCTBA, Y4eObl, TBOC (PMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa U paccKasbl 0
OJIM3KUX - BCE ATO HAKATUIUBAETCS B CETH.

MHorue NoApOCTKH JIETKOMBICICHHO OTHOCATCS K MyONrKauuy JMYHON nHpopmauun B lHTEepHETE, HE
TIOHUMast BO3MOXKHBIX ITOCIIeICTBHIA. ThI Jlaske He CMOKEIIIb JIOTaaThCsl O TOM, 4TO doTorpadus,
pa3MernieHHas 5 JeT Ha3ak, cTajla IPUIHHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapun, pa3mernienue TBoux hororpaduit u Apyrue ASUCTBHS MOTYT HE HCUC3HYTh JaXKe MMOcie
TOT0, KaK Thl UX yIanuiib. Thl HE 3HACIIb, KTO COXPAHMII 3Ty HHPOPMALIMIO, [TOT1aa I OHA B IOMCKOBBIE
CHCTEMBI 1 COXPaHUIACh JIM OHA, a TIIaBHOE: YTO MOIYyMAIOT O TeOe OKpY KarOIue JI0A1, KOTOPbIE HalayT
W YBUJAT 3T0. HaliTh WHPOPMAIIUIO MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 JJOOPBIX MOOYKICHHIH,
TaK ¥ ¢ HAMEPEHUEM NPUYUHHUTD Bpe. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTe ITUGPOBOM PEITyTAIIHHN:

1. TToxymaii, Ipekie YeM 9To-TO MyOIMKOBATh U IIepeiaBaTh y ceOs B 0JI0Te MIIM B COITMAIBHON CETH;



2. B Hacrpoiikax npouiist ycTaHOBH OTpaHUYEHUS Ha IPOCMOTP TBOETO NPOQHUIIS U €T0 CONEPHKUMOTO,
cenait ero ToIbKO "I Apy3en';

3. He pa3memaii u He yka3pIBaii HH(pOpMAINIO, KOTOPas MOKET KOTO-THO0 OCKOPOIATh WA OOMKATh.
ABTOpCKOe NPaBo

CoBpeMeHHbIE MTKOIFHUKY - aKTUBHBIE TTOJTF30BATENN IHU(PPOBOTO MpocTpaHcTBa. OJHAKO JaleKo HE BCe
3HAIOT, YTO TOJIH30BAHHE MHOTMH BO3MOKHOCTSIMH ITU(POBOTO MHpa TpeOyeT COONI0AeHNs TIpaB Ha
MHTEJUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMmuH "HHTEIUIEKTyanbHAs COOCTBEHHOCTB" OTHOCUTCS K Pa3IMYHBIM TBOPEHHAM YEIOBEUYECKOTO yMa,
HAYMHAS C HOBBIX N300peTeHuil  3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA TPOIYKTHI U YCIYTH, 1
3aKaHYMBasg KHATaMH, (oTorpadusiMu, KHHOPMIEMaMU 1 My3bIKQIbHBIME ITPONU3BEICHUSIMI.

ABTOpPCKHE IPaBa - 3TO [IPaBa Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTh Ha MIPOU3BEACHUS HAYKH,
JUTEepaTypsl U UCKYCCTBa. ABTOPCKHE IpaBa BBICTYNAIOT B KAUECTBE rapaHTHH TOTO, YTO
MHTEJUICKTYAIbHBINA/TBOPUECKHUH TPYl aBTOpa HE OyIeT HANPACHBIM, JaCT €My CIpaBeIjINBbIC
BO3MOXKHOCTH 3apaboTaTh Ha Pe3yJibTaTax CBOEro TPya, HOIYYUTh U3BECTHOCTH U Mpu3HaHue. Hukrto
0e3 paspelieHus aBTopa He MOKET BOCIIPOM3BOIUTH €r0 MPOU3BEACHUE, PACIPOCTPAHAITH, IIyOJIUUHO
JEMOHCTPHPOBATH, IPOIaBaTh, UMIIOPTHPOBATH, ITyCKATh B IPOKAT, MyOJINYHO UCIIONHSATD,
MIOKAa3bIBaTh/UCHOIHATE B 3(Upe WK pa3Meniats B MIHTepHeTe.

Hcnonp3oBaHue "mUpaTCKOro" MporpaMMHOr0 00E€CIICYCHHUS MOXKET PUBECTH K MHOTUM PHUCKaM: OT
MOTEPH JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOICTBA, T/Ie YCTAHOBJICHA HEJeTalbHAS
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHBIC U OeCIUTaTHBIC IPOTPaMMEI,
KOTOPBIE MOYKHO HAWTH B CETH.



